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It’s Fall Y’all 

CHRIS MCDANIEL                                 

OCTOBER 2022 

As we all prepare for this crazy fall weather of hot 

and cold the Yadkin County IT Department has some 

warm news to share with you. As we move closer to 

the end of October and start getting ready for the 

holiday season. We would like to remind everyone to 

stay cyber aware and ahead of the cybercriminals by 

protecting your information. As we continue moving 

forward to better protect the county and its staff, IT 

has started implementing Cisco DUO within the 

county. This is a platform used for two factor 

authentication which will have you verify who you 

are when logging into the county systems and 

applications. We have also started new hire 

orientation training to help our new employees learn 

all the great benefits and resources we have to offer. 

Another great opportunity that is in the planning 

stages is we will be offering IT training for all 

county employees on the new Microsoft O365 

platform as well as all the great resources it has to 

offer. 

Just a friendly reminder if you have not completed 

your KnowBe4 Security Awareness Training please 

do so as soon as possible as this will help teach you 

better ways to protect yourself from cyber threats. 

Lastly, remember the attackers are out there 

constantly looking for new ways to steal our 

information. Let’s not fall prey to their tricks and 

work hard to keep them away. Remember to Think 

Before You Click. Hope Everyone has a Great Day 

and Stays Safe. 

 

 

 

 

MFA Fatigue Attack 

NCDIT                                                 

SEPTEMBER 2022 

Multifactor authentication (MFA) is a good way to protect 

end user accounts from cyberattackers trying to gain 

access to them. A cost-effective part of the Zero Trust 

model, MFA offers another form (or factor) of protection, 

along with passwords, in the authentication process to 

verify the actual identity of the user trying to access an 

account. 

Although it improves access control to any given system, 

attackers have found ways to compromise MFA via social 

engineering. One such way is “MFA Fatigue.” MFA 

Fatigue should not be confused with “password fatigue,” 

in which a person is overburdened with the number of 

passwords or PINs they must remember for multiple 

accounts or events. MFA Fatigue is not overly 

sophisticated, but it has become extremely effective 

because it targets the human factor via social engineering. 

What is MFA Fatigue?  

MFA Fatigue is a technique that enemies use to flood a 

user’s authentication app with push notifications. The 

intent is to attract the victim to accept an MFA prompt and 

therefore enable an attacker to gain entry to an account or 

device. 

For this kind of attack to work, the attacker must already 

possess the victim’s credentials, which could be obtained 

through brute forcing (i.e., guessing username and 

passwords to gain unauthorized access) or password reuse 

(i.e., the user having the same password across different 

accounts or services). With the victim’s credentials, the 

attacker repeatedly sends valid push notifications to the 

victim (normally through a mobile app). Eventually, the 

victim tires of the flood of MFA notifications and 

responds to them. If the victim “approves” the MFA 

notification, the attacker gains access to the victim’s 

account or device. 

Success from an MFA Fatigue attack usually occurs 

because the user is distracted or overwhelmed by the 

notifications. In some cases, it can be misinterpreted as a 

bug or confused with other legitimate authentication 

requests. 

One recent incident involved a Cisco employee’s 

credentials being compromised after an attacker 

gained control of an account through an MFA Fatigue 

attack. GoSecure, a cybersecurity company that 

provides endpoint, network and email threat detection, 

published a proof of concept that shows how the 

attack works. 
 

How can MFA Fatigue be prevented? 

 

The following are ways to reduce the risk of someone 

becoming a victim to MFA Fatigue. 

1. Since the attack begins with a password 

compromise, users should use unique and 

complex passwords for each of their 

accounts, and not reuse passwords for 

multiple accounts. They should change 

passwords frequently and avoid sharing them 

with others. For more information, review the 

state of NC’s password management policy. 

2. Do not accept MFA service prompts if you 

have not recently logged in to a service that 

uses MFA service. If it looks suspicious or 

unexpected, do not approve the MFA prompt. 

Report the incident using your organization’s 

incident response procedures. 

3. Identity and access management (IAM) 

administrators can also do the following: 

• Set default limits of the MFA 

service to lower the number of push 

notifications allowed in a certain 

timeframe. 

• Implement a second sign-in 

mechanism called “number 

matching.”  

• Enable conditional access or some 

other verification when access is 

requested from a previously 

unknown source/device. 

According to one leading identify and access 

management company, the best approach to solving 

MFA Fatigue may be a combination of prevention 

(implementing MFA), detection (alerting and 

responding to threats), and user awareness. 

 
This article provided by NCDIT and may be found via the link provided here: 

NCDIT. 

https://blog.talosintelligence.com/2022/08/recent-cyber-attack.html
https://blog.talosintelligence.com/2022/08/recent-cyber-attack.html
https://youtu.be/81zbtlOMTzU
https://it.nc.gov/media/1201/open
https://it.nc.gov/media/3181/download?attachment
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